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Abstract: This study examines Indonesia's evolving cyber landscape, marked by increasing internet usage and digital 
connectivity initiatives, which bring both opportunities and risks such as hacking, fraud, and infrastructure disruption. Through 
qualitative content analysis of over 100 academic works and legal documents spanning five years, the research evaluates 
the state of cyber criminality, assesses the efficacy of existing legal and policy frameworks, scrutinizes law enforcement 
capabilities and limitations, and suggests interlinked recommendations to enhance national cyber resilience. The findings 
reveal challenges including outdated legal frameworks, coordination issues in enforcement, limited public-private 
collaboration, and a scarcity of digital forensics expertise, hindering responses to privacy breaches, business disruptions, 
and financial fraud. The study proposes legal modernization, enhanced law enforcement training, robust identity frameworks, 
and public awareness initiatives to bolster cybersecurity governance, ensuring a balance between oversight, innovation, and 
rights protection. 

Keywords: Cybersecurity, Cyber Criminology, Indonesia, Human Rights, Policy, Law Enforcement. 
 

1. Introduction 

Ensuring the security of Indonesia's expanding cyber 
ecosystem is imperative for its continued development and 
resilience. With over 200 million internet users and ranking as 
the fifth-largest market for social media globally, Indonesia's 
digital economy is projected to reach US$130 billion by 2025, 
fuelled by initiatives like "Making Indonesia 4.0." However, 
policymakers must urgently address the risks accompanying 
these transformative opportunities in cyberspace [1-3]. 

The advancements in 5G, artificial intelligence, encrypted 
platforms, augmented reality, biometric authentication, and 
quantum computing will shape behaviours, commerce, 
governance, infrastructure, and daily life for future generations [4, 
5]. Beyond enhancing efficiency and economic prospects, 
technologies also introduce new threats, notably through 
cyberattacks targeting critical systems, privacy breaches, fraud, 
identity theft, industrial espionage, and the dissemination of child 
abuse material, among other concerns [6-8]. The abundance of 
sensitive online data heightens vulnerabilities, evident in data 
leaks and platform hacks impacting millions of Indonesian 
accounts in recent years. Safeguarding cyberspace integrity 
emerges as a strategic imperative given the surge in online 
activities such as financial transactions, telemedicine, academic 
credentialing, and democratic participation post-pandemic. 
However, this digital realm is now plagued by highly organized 
global syndicates and lone hackers, reaping billions annually from 
cybercrime with minimal risk compared to traditional crimes. 
Therefore, urgent changes to enable law enforcement and 
regulators to adapt to evolving technology are imperative [9-11]. 

The cohesion of various societal sectors in Indonesia, 
encompassing power grids, government records, and healthcare 

systems, fundamentally relies on the effectiveness of a robust 
cyberspace security apparatus. As digital connectivity extends 
across the archipelago, the allocation of resources towards cyber 
hygiene and risk awareness should be equitable with infrastructure 
development, falling within the purview of digital public goods. 
Instances such as the substantial exploitation of users through 
password-stealing malware in 2021 [12-14], and the hospital 
ransomware attack of 2020, which impeded pandemic response 
capabilities, underscore the tangible ramifications of cyber threats. 
In light of these events, defensive measures cannot be confined 
solely to technical units but necessitate the implementation of 
comprehensive organization-wide strategies that acknowledge the 
inevitability of technological oversights [15-17]. 

Indonesia's contemporary legal framework concerning 
cybersecurity is delineated across various Acts, Ministerial 
Regulations, and National Police procedures, among other 
regulatory instruments [18, 19]. Key legislative components 
encompass the 2008 Electronic Information and Transactions 
Law, supplemented by recent Government Regulation No. 
71/2019, which delineates oversight authorities, cybersecurity 
governance duties, and guidelines for personal data usage [20-
22]. Noteworthy are additional laws governing areas like money 
laundering, child protection, telecommunications security, domain 
administration, pornography regulation, and copyright. However, 
fragmented jurisdictions, ambiguous delineations of 
responsibilities, excessive specificity, and outdated technological 
parameters impede comprehensive enforcement against threats 
that possess the capability to transcend such limitations. 

Cybersecurity attacks have evolved into industrial-scale 
operations, utilizing readily available online automated toolkits, 
with Indonesia's IP addresses ranking fifth among the world's most 
common origins for detected malware and ransomware threats 
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[23]. Coupled with underdeveloped individual and organizational 
cyber hygiene practices, which annually lure millions through 
simplistic scams, often via common channels like SMS or mobile 
applications, the attack surface confronting law enforcement 
continues to expand. Despite possessing world-class technical 
specialists, high-performance computing infrastructure, and 
strategic planning capabilities essential for monitoring known 
threats, anticipation, investigation, and policy guidance, entities 
such as BSSN and regional forces require increased resourcing 
and collaboration with the private sector to mitigate risks from both 
overseas syndicates and exploitative domestic actors. This 
collaboration aims to safeguard citizens, infrastructure, 
institutions, and economic engines vital for livelihoods and 
communities across the nation. Responsibly nurturing local cyber 
talent is also critical, as coding becomes increasingly integrated 
into global school curriculums [24, 25]. 

 
Figure 1: Ransomware Attempts Reports in ASEAN Region 

(2019 and 2020). 
Source: CyberSecurityAsean [23]. 

As nationwide efforts to connect people pay off, ethical 
technological progress can lead to positive changes in areas like 
access to education, microbusiness, efficiency gains, and 
environmental sustainability. These changes are possible as long 
as the right oversight systems are in place. But if people don't take 
care of their data, practice good cyber hygiene, get their jobs 
ready, and make sure the law works in a borderless, instantaneous 
cyberspace, unexpected problems or crimes could stop this 
potential from being realized. These problems could destroy the 
foundation of trust and resilience. The goal of this study is to look 
at the current state of cybercrime in Indonesia, including how well 
the country's policies and laws protect people from threats, as well 
as the government's and police's plans to fight cybercrime. It will 
also look at the problems and losses these plans cause and 
suggest important new directions that will help the country become 
more cyber-mature as risks rise. 

2. Literature Review 

2.1 Human Security Dimensions in Cyber Criminology 

The human security dimension within cybercrime 

encompasses diverse facets of individual and societal well-being 

affected by cybercrimes. Cyber threats exert influence on human 

lives, freedom, and dignity [26]. One of the consequences pertains 

to the physical security of individuals, exemplified by instances 

such as bullying and online harassment, which precipitate 

psychological distress and overall harm, thereby affecting the 

mental health of individuals [27]. Cybercrimes lead to financial 

losses through fraud, affecting individuals' livelihoods. Online 

scams and financial fraud can cause hardship for individuals and 

may have broader economic implications if targeted at banks and 

financial institutions [28]. According to Hamid [29], the safety of 

people is also at risk because their private information and privacy 

can be viewed by people who aren't supposed to be there, which 

is called "breach of privacy." Cybercrime can also affect people's 

health. If medical data is stolen or fraud or false information about 

health care is spread, it can have an effect on a person's health. 

This is why the healthcare industry needs to be honest to protect 

data [30]. 

2.2 Cyber Criminology and Human Rights 

The field of cyber criminology intersects with human rights, 
notably the right to privacy, wherein individuals possess the 
authority to control their information and communication. 
However, cybercrimes such as data theft, bullying, and data 
breaches have the potential to infringe upon these fundamental 
human rights [31]. Likewise, freedom of expression constitutes 
a fundamental entitlement of every individual. However, 
content blocking and censorship mechanisms impede the 
voices of individuals and hinder their ability to openly articulate 
their thoughts. As per Golose [32], individuals possess the 
entitlement to security, enabling them to live freely. However, 
cybercrimes, encompassing online harassment and bullying, 
can undermine human security, posing threats to both physical 
and mental well-being. Thus, the establishment of ethical and 
legal frameworks is imperative to safeguard human rights, 
privacy, and to hold those infringing upon privacy accountable. 

2.3 Policy and Legal Frameworks for Human Security in Cyber 
Criminology 

Policy and legal frameworks are pivotal in safeguarding human 
security, as evidenced by data protection and privacy laws such as 
the California Consumer Privacy Act and the European Union’s 
General Data Protection Regulation. These regulations mandate 
data minimization, restrict the purposes for data usage, and 
empower users to manage and edit their personal data [32-34]. 
Likewise, cyber security legislation imposes requirements on 
organizations to fortify their systems against cyber threats. For 
instance, regulations like CISA and the Cyber Security Law of the 
People’s Republic of China establish standards and prescribe their 
implementation within organizations. According to Chang [35], 
specific frameworks, such as the Universal Declaration of Human 
Rights and regional human rights treaties, safeguard individuals' 
rights to privacy and freedom of speech in the digital realm. Clear 
instructions and policy frameworks are crucial for the protection of 
human rights. 

2.4 Cases of Cybercrime 

Numerous instances of cybercrime significantly impact human 
well-being. One notable case is the Cambridge Analytica data 
scandal of 2018, which exposed the personal data of millions of 
Facebook users without their consent, utilized for political purposes, 
thereby raising substantial concerns regarding human rights and the 
unethical manipulation of personal data [36]. Similarly, the National 
Security Agency's surveillance program in 2013, involving the bulk 
collection of data from telecommunication networks, violated human 
rights and sparked debates regarding the balance between national 
security and individual privacy [37]. These real-world cybercrime 
incidents underscore the urgent imperative to safeguard individual 
rights and freedoms, fostering a secure environment for all. 

2.5 Ways to Protect Human Rights Against Cybercrime 

Abdullahi [38] assert that safeguarding human rights involves 
capacity building and training, which entails raising awareness among 
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individuals about cyber threats and educating users on preventing 
cybercrimes and safeguarding data. Moreover, employing encryption 
and multi-factor authentication enables users to protect their data, 
thereby upholding human rights. Implementation of data protection 
laws and educating individuals to limit data sharing are vital steps to 
mitigate risks and safeguard individual data [39]. Furthermore, aiding 
victims of cybercrime is paramount, encompassing counselling and 
legal assistance, alongside providing compensation for their losses. 
Collaboration among organizations and stakeholders is essential to 
safeguard human rights and ensure a safe and secure environment 
for individuals. 

3. Method 

This study employed a pragmatic, qualitative 
methodology, centred on an extensive examination of 
academic literature and legal documents concerning 
cybersecurity and cybercrime issues in Indonesia. Searches 
were conducted across scholarly databases such as Google 
Scholar, EBSCO, JSTOR, and Elsevier ScienceDirect, utilizing 
keywords including "Indonesia," "cybersecurity," "cybercrime," 
"human rights," "policy," and "law enforcement." Initial search 
results yielded over 100 articles, reports, and legal documents 
published within the preceding five years. These materials 
were systematically screened for relevance, focusing on works 
detailing cyber threats, impacts, and vulnerabilities among 
Indonesian citizens and systems, as well as the effectiveness 
of legal and policy countermeasures, and law enforcement 
capabilities and limitations. Only the most pertinent sources 
meeting these criteria underwent in-depth analysis using 
qualitative content analysis methods to extract information 
aligned with the study objectives. 

4. Results 

4.1 Status of Cyber Criminology in Indonesia 

The incidence of cybercrime in Indonesia has exhibited rapid 
growth, facilitated by the expanding reach of the internet and 
smartphone usage. Indonesia's National Cyber and Crypto Agency 
(BSSN) reported a surge in cyberattacks, with over 290 million 
incidents recorded in 2019, representing a 25% increase compared to 
levels observed in 2018 [40]. These cyberattacks inflicted substantial 
economic losses on organizations within Indonesia [41, 42]. 

During the COVID-19 pandemic, there was a 40% surge in 
internet users, accompanied by 88 million cyberattacks in early 2020, 
notably phishing attempts, malware, and information gathering [40]. 
This surge of attacks jeopardizes individuals' finances and sensitive 
personal data, while also undermining businesses and government 
systems. Cybercrime encompasses a range of categories, including 
financial fraud and exploitation of women and children. According to 
the Indonesian police, common charges include online gambling, 
identity theft, insults/defamation, dissemination of immoral content, 
fraud, and intellectual property violations [43, 44]. Financial losses, 
reputational harm, and psychological suffering are prevalent 
consequences. 

Children are particularly susceptible, as indicated by a study on 

sexual cybercrime cases which revealed that 20% of victims were 
under 18 years of age [45, 46]. Given children's increased online 

activity, they encounter elevated risks such as grooming, bullying, 
sexual solicitation, and self-generated problematic content [46, 47]. 

Urgent attention is needed to develop tailored prevention programs 
aimed at safeguarding children online. 

4.2 Effectiveness of Legal Framework 

Indonesia has implemented numerous legislative 

measures, notably the 2008 Electronic Information and 
Transactions (ITE) Law, addressing cyber activities. The ITE 
Law encompasses a range of offenses, including illegal 
access, data interference, misuse of electronic data, and online 
pornography [42, 48-50]. Various regulations cover consumer 
protection, money laundering, telecommunications, copyright, 
child protection, and domain name administration. Key 
regulations are outlined in Table 1. 

Table 1: Key Laws and Regulations Related to Cybersecurity 
and Cybercrime in Indonesia. 

Law/Regulation Year Summary 

Law No. 36/1999 on 
Telecommunications 

1999 

Establishes offences related to 
misuse, illegal tapping, or 
distortion of telecommunications 
networks. 

Law No. 28/2014 on 
Copyright 

2014 
Criminalizes unauthorized 
copying, distribution, or 
modification of protected works. 

Law No. 8/2010 on 
Prevention and Eradication of 
Money Laundering 

2010 
Covers cybercrime proceeds and 
online transactions facilitating 
money laundering. 

Law No. 44/2008 on 
Pornography 

2008 

Prohibits online pornography and 
sets penalties for 
creators/distributors of such 
content. 

Law No. 20/2016 on 
Information and Electronic 
Transactions (ITE) 

2016 
A revised version of the ITE Law 
expanding cybercrime definitions 
and penalties. 

Government Regulation No. 
71/2019 on Implementation 
of Electronic Systems and 
Transactions 

2019 
Technical regulation mandating 
website authentication and 
personal data protection. 

Law No. 17/2016 on State 
Intelligence 

2016 

Empowers intelligence agencies 
to conduct surveillance on 
electronic systems where national 
security threats are suspected. 

Even though these laws are a step forward, experts point out 
that they don't cover all cybercrimes that happen across borders, 
they don't give police enough power, they're out of date, and it's not 
clear how power is divided between government departments [43, 
51-54]. Most importantly, the speed at which new technologies allow 
for new types of hacking makes it hard for laws to keep up. Low 
reporting rates also hurt justice because many victims don't go to the 
police because they think the process is hard, expensive, and 
unlikely to get their losses back [54-56]. To properly take in 
cybercrime cases and perform investigations, law enforcement also 
needs more training, forensics tools, and public outreach. 

Prosecutions depend a lot on expert evidence, but there 
aren't many certified forensic specialists in Indonesia [48, 57, 
58]. Since the private sector has a lot of cybercrime expertise, 
tighter integration between the public and private sectors could 
make it easier to gather and analyses evidence. But there are 
problems with trust, openness, and possible conflicts of interest 
that get in the way. Implementing strong cybersecurity policies 
that rely on new regulatory frameworks is an ongoing process 
that is driven by regularly building up capabilities and creating 
adaptable methods that can adapt to fast changes in 
technology. After political debates about a new cybersecurity 
bill [59], progress is still slow. This shows how important it is to 
quickly reach a consensus while avoiding too broad measures 
that could stop innovation and make compliance too hard. 

4.3 Government and Law Enforcement Strategies 

Indonesia set up a National Cybersecurity Task Force in 
2016 with the goal of coordinating policies, keeping an eye on 
threats, and guiding countermeasures across all departments 
[39, 60]. Even so, there is still a lot of governmental 
fragmentation when it comes to putting plans into action. BSSN 
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is at the centre of operations against cybercriminals, but so are 
units from the Defence Ministry, the National Police, the Justice 
Ministry, and regional cybercrime special teams. Indonesia's 
police school and regional training centres are working to 
improve the investigative skills of police officers in areas like 
digital forensics and cybercrime [47, 61]. Hacking methods, 
network protocols, data extraction, and malware analysis that 
criminals use are all covered in the course work. However, 
constant upgrades are necessary because technology 
changes so quickly these days. 

In Jakarta, an innovative program trains former hacker to 
assist in tracking cybercriminals and bolster systemic 
resilience, provided they operate under supervision [62]. This 
initiative aims to reform individuals involved in information 
security violations, potentially enhancing cyber defence 
capabilities and offering alternative pathways for 
disadvantaged youth attracted to illegal cyber activities. Law 
enforcement agencies increasingly collaborate with 
universities, non-profit organizations, and technology firms to 
access expertise and collectively raise public awareness on 
cyber safety issues [42, 63]. However, private sector 
involvement remains limited, with critiques directed at 
legislative debates surrounding a proposed cybersecurity bill 
for insufficient industry input during its drafting phase [59]. 
Facilitating the sharing of threat data and incident reporting 
between companies and the government requires fostering an 
ecosystem of trust and mutual benefit. 

While efforts are expanding across various fronts, 
systemic constraints such as under-resourcing, coordination 
challenges, a shortage of skilled personnel, public hesitancy in 
reporting incidents, and the need to monitor numerous entry 
points into Indonesia's networks hinder progress [48]. 
Sustained investments in both human capital and advanced 
cyber forensic tools are essential to enable enforcement 
agencies to pursue cybercriminals who often possess superior 
capabilities. With reported losses continuing to increase 
annually, intensifying progressive strategies and aligning 
legislation with technological realities appear crucial to 
safeguarding Indonesians in cyberspace. 

5. Conclusion and Recommendations 

Today's world is interconnected, bridging people across vast 
distances, and cyber criminology stands as a vital discipline 
examining the intersection of technology, crime, and human 
security [64, 65]. Cyber criminology investigates activities such as 
hacking, fraud, and cyberbullying. With increasing reliance on 
technology for communication and social interaction, it poses 
significant threats to individual, global security, and societal well-
being [66]. Cybercrime significantly affects human security, 
encompassing physical safety and economic stability. The present 
study underscores that cyber threats should not solely be viewed 
as technical challenges but also through the lens of human 
security and well-being. It examines cyber criminology in light of 
the diverse impacts of cybercrime on human security, including 
physical, economic, financial, and mental dimensions [67, 68]. The 
study emphasizes the protection of human rights, such as privacy, 
freedom of expression, and security. Policy and legal frameworks 
offer guidelines and regulations to ensure the protection of human 
rights, implemented through capacity building, encryption, data 
protection laws, and victim support processes. Collaboration 
among stakeholders is essential to safeguard human privacy and 
foster an environment where individuals can utilize digital 
technology freely and without fear [69, 70]. 

The analysis of Indonesia's developing cybercrime scene 
within the context of the human security paradigm indicates 
increased vulnerabilities to online fraud, hacking, and data theft as a 
result of the country's quick internet adoption. Societies suffer grave 

consequences in terms of monetary losses, invasions of privacy, 
disruptions to commerce, and damage to infrastructure. The number 
of cases of identity theft, intellectual property violations, and internet 
distribution abuse rises year despite the country's superior 
cybersecurity, intelligence units, and several laws that criminalise 
these offences. This is due to inconsistent enforcement. The 
absence of public-private information interchange, the antiquated 
legal system, communication problems across ministries, and the 
shortage of skilled digital forensic investigators limit the kind of 
solutions that may be used to address international technical crimes. 
Since the initiatives promoting inclusive connection also offer 
opportunities and risks, it appears that resilient public awareness 
and advanced cyber defences are essential to maintaining national 
stability. The purpose of the following suggestions is to start a 
conversation about important future directions that the research's 
findings suggest. 

5.1 Legal Frameworks & Enforcement 

 Revise cybercrime law definitions and rules to consider the 
most recent developments in technology. This should 
include defining jurisdictional boundaries to facilitate 
regional collaboration. 

 Seek to expedite the passage of a revamped cybersecurity bill 
that increases mandates and authorities while maintaining 
sufficient oversight and privacy protections. 

 Enhance the instruction provided to law enforcement officials 
on dark web research, network monitoring, and digital forensic 
acquisition. 

 Establish procedures and guidelines for the safe exchange 
of data breach reports and cyber threat intelligence with 
the least amount of liability exposure. 

 To speed up prosecution, keep a national database of 
acknowledged cybersecurity specialists who are qualified to 
testify in court. 

5.2 Human Security & Rights 

 To protect kids, make programmes that teach people of all 
ages, especially parents and teachers, about how harassment 
and the risk of being sexually abused online work. 

 Cyberbullying victims should have more access to therapy 
services and legal aid, as well as easy-to-use tools for 
getting help and recovering. 

 To make e-government and financial services more 
secure as more things move online, you need to come up 
with reliable remote identification login methods that strike 
a balance between ease of access and privacy. 

 Encourage more civilians to take part in policy talks about 
protecting human rights while increasing surveillance to stop 
threats. 

6. Implications 

The study and practice's results and suggestions have 
important theoretical and practical implications for the growth 
of cybersecurity in Indonesia, as well as policy implications. 

Theoretically, studying the processes of cybercrime shows 

that cybervictimization, human security, and rights protection are 

all connected in ways that haven't been looked into much. The 

great majority of criminological literature that is about technology 

is about hacking, breaking into networks, and making tools for 

malware. More sociolegal views that focus on citizens' 

experiences and weaknesses can help the field of cybercriminal 

grow. Also, using a multidimensional human security risk scale to 

measure the effects of threats on areas like finances, health, 
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privacy, and damage to infrastructure shows that threats to society 

are linked in a lot more ways than just one crime or the economy. 

This is in line with current legal trends that put more emphasis on 

people's rights to grow, self-determination, and human dignity in 

cyberspace rather than seeing the internet as just a technical area 

for engineers and businesses. 
In real life, the proposed legal and policy suggestions meant 

to speed up these actions include everything from programmes to 
teach parents and system administrators about cybersecurity to 
speeding up the passage of updated cybersecurity legal authority 
mandates that allow investigations to happen across borders. The 
goal is to help regulators and executives know what to focus on as 
they look for resources and implementation projects. This is done 
by giving them advice on how to make secure digital identity 
frameworks, expand law enforcement training, and encourage 
private sector intelligence sharing. 

According to policymakers, looking into the gaps between 
Indonesia's laws and its ability to enforce them when it comes to 
new technological crimes means that the laws need to be updated 
with new attack vectors and updated on a regular basis. The 
region also needs to work together to stop transnational crime 
groups. The competition between the world's superpowers will 
make the issue of finding the right mix between oversight and 
protection of rights even more important. This is especially true 
when it comes to the touchy issues of surveillance and Internet 
freedom. These trends are likely to take over online in the long run. 

7. Limitations and Future Research 

The data for this analysis comes from a lot of important 
academic and legal papers, but there are some methodological 
limitations that should be considered. There are also other 
research areas that could be explored further. The assessment 
was based on qualitative reviews of literature and public 
documents. The results did not include direct field data from 
surveys or interviews with cybercrime victims, law enforcement, or 
policymakers to get their real-life experiences and points of view. 
Document analysis is useful for getting broad views, but hearing 
directly from stakeholders can help you get to the bottom of 
problems and realities on the ground. Also, the search method 
focused mostly on English-language books and legal documents, 
missing important discoveries that were only shown in Indonesian 
media. In turn, this has made the interpolative view less broad. 
Including sources written in the original language would make the 
analysis more valid and stop problems that happen when the 
analysis is focused only on English. When it comes to expanding 
study, three good directions stand out. 

 Comparative Assessments 

Comparing Indonesia's cybercrime and security to those in 
Southeast Asia and other emerging digital economies in the area 
would shed light on policy or advocacy efforts that could be used 
elsewhere. Transborder hacking groups change quickly, so 
knowing about the laws and signs of citizen exposure in other 
countries will help you guess how Indonesia will respond. 

 Surveys 

Systematic quantitative or qualitative surveys can be given 

to cybercrime victims, law enforcement units, and policymakers 

to get detailed information that can help figure out how people 

report cybercrime, how well investigations are going, where 

there are gaps in enforcement, and where there aren't enough 

resources. This information can then be used to come up with 

actionable steps to fix the problem based on real-life examples. 

 Ethnographies 

The ethnographic data from the field studies might show 
behaviours at a lower social level that affect people's 
weaknesses that aren't shown in the top-level review papers. 
Finding cases of social denigration or making a map of 
communication patterns in low-income migrant communities by 
watching how teens act online could show risks that were not 
seen before and need to be dealt with right away through 
education or tactics. 

By addressing the problems that have been brought up 
through follow-up studies that use a variety of methods, such 
as cross-national comparisons, surveys, and ethnographic 
methods, there are important chances to improve practical 
solutions and academic knowledge about how criminology, 
human rights, and technological change interact in the global 
south in the 21st century. 
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