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Introduction

Abstract: The paper aimed to analyse the major issues and effects of cybercrime in the ASEAN region based
on different jurisdictional settings just as the advanced strategies being exhibited from authorities worldwide in
order to control cybercrimes and build cybersecurity systems. The members of ASEAN have developed
multidisciplinary crime models which are used to counter cyber-threats and build cyber-resilience models. The
models include, criminalisation of cybercrime at a national level, developing and implementing a strategic and
coordinated national plan, partnerships between private businesses, universities and international
organisations. The main difficulties that ASEAN region’s police forces, in their attempt to fight against
cybercrime, come across include legal and regulatory complexities, technological and resource restraints, and
unequal digital environments. These problems limit the capacity of the police authorities to provide effective
cybercrime combating and keep people’s security. Suggestions for ASEAN countries generated by the study
results include providing legal protection, building capacity of the national cybersecurity, advocating for global
cooperation, popularizing cybersecurity awareness, and use of cybercrime prevention measures.

Keywords: Cybercrime, criminalization, ASEAN, crime.

challenges in cybersecurity protection together with cybercrime

The recent decades have witnessed a very dramatic
development in the technology sphere, which inits tum has profoundly
changed the human life in many directions including communication,
commerce and entertainment. In this regard, it has become difficult to
separate human life from technology [1]. Nevertheless, there are not
only benefits which come with the evolution of technologies, but also
the forthcoming new issues, such as the risk of cyberattacks and law
enforcement [2]. As cyber-infrastructures becoming more common
and connected into daily lives, cyber-crimes unfold, becoming a global
threat, responsible for the compromising of both individual and
government security [3]. For the ASEAN that comprises of ten-
member Union where together we have a socio-economic
infrastructure engendered in the diverse socio-technological
development background, cybercrimes must be addressed in order
for security of mankind in the region.

Cybercrime is prevailing persistently by attacking human life
including mature humans or even children. In this regard, cybercrime
is considered as the fastest growing area [4]. These offences usually
result in violations to digital systems and networks by utilizing their
weaknesses with the goal of various reasons such as making profit,
furthering political aims, destruction of vital infrastructure, etc.
Cybercrimes disregard any existing order, functioning without the
limitations imposed by physical terrain or boundaries inside national
borders, making them really difficult to investigate and prosecute [5].
Consequently, ASEAN law enforcement agencies face multifaceted
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deterrence functions that are primarily concerned with the safety and
peace for their citizens [6, 7).

In the light of growing cybercrimes pact among ASEAN countries
the paradigm of policing paradigm of have evolved to be able to
combat against these sophisticated cybercrimes. The traditional law
enforcement methods are not sufficient enough to manage the
complexity of the cyber-attacks which in turn, calls for a multifactorial
type of approach that includes tech expertise and legal guidelines.
This is because, the traditional forensic methods that are utilized to
investigate the cyber-crimes are not effective [2]. Human security has
become prominent in the discussion of cyber security and law
enforcement [8]. Itis an idea that a person is protected against different
dangers, which also includes the ones that appear due to the use of
cyberspace.

This paper intends to investigate the paradigm under which law
enforcement agencies of ASEAN countries are performing their
cybercrime endeavours from the perspective of cyber criminology and
human security. The main aim of this study is the structure through
which law enforcement agencies of ASEAN countries fight
cybercrime. This is done from the perspectives of criminology and
human security. Its purpose is to offer the best solutions to enhance
the cybersecurity measures. The purpose of the investigation is to
examine the existing strategies of regional law enforcement agencies
in ASEAN area as well as their efficiency in providing security of
people in cyberspace and suggest the better means of crisis reduction
during emergency cyber events. Following are the objectives of the
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study:
e Analyze the existing strategies and mechanisms of law
enforcement agencies' operating in ASEAN countries for the detection
of cybercrimes, particularly from the point of view of cyber criminology,
and human security.
Examine the primary issues and the ASEAN region
cybercrimes implications, including their effect on an individual and
state level human security.
Research the best practices and exceptional strategies
carried out by police authorities around the globe to reduce
cybercrimes and build the cybersecurity systems.
Provide the stakeholders with recommendations and
strategies in order to promote comprehensiveness and coordination
among the countries in the ASEAN countries when it comes to the
response to cybercrimes, while prioritizing the safety and security of
human beings in the cyber space.

2. Literature Review

Besides, Cybercrimes goes even deeper into valid issues of
human security. They could be individual, corporate and a whole
society, depending on the situation [9]. On the individual level, crimes
linked to cyber activities are seen to involve victims' identity theft,
cyberbullying, and online harassment, which have catastrophic effects
on their emotional and psychological well-being [10, 11]. Cybercrime
activities break down individuals' confidence on digital devices and
subsequently it minimizes the private space of individuals on the
internet [12]. Cybercrime capitalizes on digital systems and network
imperfections to compromise both human security and security of
society round multiple tasks [13]. At the personal level, there might be
problems like not-updated cyber-security habits, overlooking online
risks, and love for the insecure technologies. This can lead to the rise
of cyber-crimes. Furthermore, personal information, which could be
social security numbers, financial records, and medical data, plays
crucial role in cyber criminals’ hunt for chances for cybercrime, scam,
and abuse. A community may also be exposed to cyber security risks
such as the disruption of vital resources such as payment systems,
challenges to institutions, and social instability. Cyber risks can
compromise the security, stability and long-term viability of an
organization by compromising informational and confidentiality of
structural capital, along with its availability and integrity [14]. According
to Ghanem, Ghaleb (15), the staggering development of cyber threats
have propelled the experts, professionals and specialists within the
field of security concerning the development of more dependable
system of protection. It also involves the mechanisms of intrusion
detection systems (IDS). These mechanisms are equipped for
fostering the accurately detected threats resulting in effective
outcomes. Cybercrimes that target constituting for communities, kids,
elderly people, and minority groups can moment common inequalities
in communities as well as social discordance. The nature of crime has
experienced an immense metamorphosis given the advancement of
the digital age with global law enforcement agencies face new
problems and approaches [16]. In the present of the ASEAN context,
an area comprising ten of the various economies with uneven levels
of economic development and technological infrastructure, the
emergence of cybercrimes poses a major infringement of human
security. Cybercriminals perpetrating all kinds of digital machinations
like online scams and identity theft, cyber espionage and terrorism,
capitalize on the weaknesses at the networking and system level,
showing a disregard to boundaries and jurisdiction [17]. So, the
countries in ASEAN will have more and more complicated cyber
challenges and the guarantee of the security and interest of their
people in essence should be their main target. Alsharif, Mishra (18)
highlighted that the cybersecurity and human vulnerabilities are
strongly associated with each other. Their research indicated that a
lack of awareness of the three important vulnerabilities associated
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with the human factors in cybersecurity involves passwords, online
hacks, attacks and social engineering. These are the major problems
that needs to be addressed and reduced through proper awareness
and training. Tarai (19) also revealed that human security means
looking at security in a broader way. It considers things like human
rights, help people in developing and dealing with issues. Therefore, it
can be observed that these issues are inter-connected that needs to
be addressed after careful identification. At present, ASEAN countries
face cybercrimes from different viewpoints, when those are
associated with a danger to individuals, economic stability and the
welfare of society in general. However, the research by indicated that
ASEAN countries play an important role in the maintenance of
cybersecurity through the international security approach [20].

The legislation and regulation concerning cybercrimes in ASEAN
member states are characterized by complexites as well as
inequalities, the factors that hinder the law enforcers’ work efficiency.
Each state under membership has their own legislation pertaining to
the cyber sector and its own framework of law and regulation, which
leads to disparities and jurisdictional delimitation. Furthermore, cyber
incidents typically cross national boundaries and the cooperation and
coordination among several jurisdictions is required to hunt down the
preparatory [21]. Among the main obstacles is the absence of the
correspondence between the laws on cybercrimes from one country
in the ASEAN region to another. On the one hand, certain countries
may have detailed laws pertaining to various types of cyber offences
with the reason being that they are up-to-date, while on the other,
countries that have outdated or incomplete legislation encounter
problems in enforcing cybercrime laws because of the absence of
general laws pertaining to the cyber space [22]. Moreover, the fast
pace of technological evolution has been the case, in which, the rate
at which the technologies are developed have been faster than it takes
to make a legal framework around them thus leading to the
emergence of gaps in addressing these new cyber threats. The
existing laws may not be adequate to target crimes like online
harassment, cyber bullying, and piracy, among others [10]. The small
geographic size allows for the crimes to be perpetrated from different
continents, making it complex for the authoritative bodies to get into
the investigation and prosecution. Additionally, the application of
anonymizing technologies for instance VPNs or encryption methods
bolsters the cause when it comes to tracing and identifying cyber
offenses [23]. According to Rais and Songkarn (24), the increased
prevalence of cybercrime have become a threat to stability, therefore
it is hard for the government to balance the crimes. Regulation and
rules on the utilization of this space have to be addressed equally by
the member ASEAN states, regional organizations as well as
international partners. Initiatives about legal harmonization of
cybercrimes, joint cooperation mechanisms, and law enforcement
forces development is obligatory in order to effectively counteract the
cybercrimes and to provide human safety in the ASEAN region.

In addition, the emergence of digital divide in ASEAN states as a
consequence enhances differences in competency level and in
access to digital utilities [25]. Some countries could struggle in the field
of digital security because of their poor cyber infrastructure and limited
knowledge. Moreover, the internationality inherent in the cyber-crimes
also requires cooperation and information sharing among police
organs on different regions and beyond. To meet the changing crisis
of cybercrimes, ASEAN has established legislation and policy
response through which the security forces of the region are
strengthened to deal with cyber threats and maintain human security
[26]. One of the key measures by the ASEAN members is to develop
all-encompassing cybercrime laws that penalises and thus keeps
people away from cybercrime.

3. Method

Adopting an explorative and descriptive research methodology,



this paper attempts to unravel the paradigm of ASEAN police forces
in confronting cybercrimes from the views of cyber criminology and
human security basis. Qualitative approach gives the ability to find the
intricacies of the cybercrimes affecting ASEAN region, as well as the
strategies and effects. Meanwhile, the descriptive analysis is helpful in
bringing an overview of the entire subject being discussed. A
qualitative angle of the security threats can be used for thorough
exploration into the intricate aspects of cyber threats and the
repercussions for human security, while a descriptive point of view can
be used for all-in-one understanding of the subject matter. While
conducting the research, the researcher has conducted a thorough
search, reading, reviewing and documentation of relevant literature,
articles and statutory instruments published in the year 2022 till date.
Systematic investigations of academic and scientific databases,
government reports, and legal frameworks on cyber criminology,
human security, and legislation charges in ASEAN countries are
conducted to read and join the key themes, trends, and perspectives.
The section of literature review incorporates different types of sources
such as journal articles, book chapters, conference proceedings and
official reports, in order to make it practical and the topic clearer. On
the other hand, this study emphasizes the real case studies, the
reports and the empirical studies to complement its observation of use
by the police in the ASEAN countries in compliance to the cybercrimes
and to the protection of human security. In general, using a qualitative
and descriptive method network of expertise from cyber criminology,
human security studies, and legal frameworks is enabled in this study
to give a distinctive analysis of the paradigm of ASEAN countries'
police forces in reflecting cybercrimes.

4. Results
4.1 Policing Paradigms Employed by ASEAN Countries

With a rising danger of cybercrimes perceived, all ASEAN
nations chose to implement multi-dimensional policing models which
are aimed at countering cyber threats and building cyber-resilience
[20]. An essential part of such frameworks are laws and relevant
polices adopted in view of the growing scale of cybercrimes. With laws
governing this, the entire framework includes comprehensive
cybercrime legislation that outlaws a variety of cyber offences, which
include hacking, malware distribution, online fraud, and identity theft.
By making legal and enforceable regulations countries of ASEAN can
create a legal basis for research, bringing cyber criminals to justice,
and that is the main step to create a culture of responsibility in
cyberspace [22].

Furthermore, ASEAN countries depend on their national
cybersecurity strategic and coordinated action plans in order to
provide guidelines for the promotion of cybersecurity governance,
capacity building, public awareness, and the establishment of
international cooperation [20]. These policies detail the objectives,
priorities and the initiatives which are intended to help in strengthening
the cybersecurity resiliency, promotion on collaboration among
stakeholders and mitigation of the cyber risks so as to protect the
human security within the region. To begin with, the nations that make
up ASEAN have also done a lot through the use of technological
resources and capacity building to grow in the area of cybercrime
prosecution [20]. These endeavors will include the setting up of multi-
jurisdictional laboratories integrated and capable of using the most
advanced tools and techniques in the world for digital evidences
analysis and digital crime research [27]. Furthermore, law
enforcement officers are expected to additionally take part in the
specialized training programs that focus on enhancing the expertise
of the officers in the cybercrime ASEAN nations form partnerships with
private companies, universities, and international organizations to
take advantage of technological skills and assets and to adopt the
most successful approaches on the cyberattack problems [28].
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Partnerships with the information technology organizations,
cybersecurity teams, and leaming centers enable the welfare
countries as a group to obtain the most advanced technologies, threat
intelligence and training to develop the cybersecurity forces to
manage the cyber threats.

4.2 Challenges Faced by ASEAN Police Forces

Legal and regulatory complexities turn out to be imposing
obstacles in the way of ASEAN police authorities to bring about a
satisfactory solution to the issue of cybercrime. A perpetrator of
cybercrime can create an impact across the globe, making it
complicated to use the current jurisdiction and to punish the criminals
who commit across borders. The absence of a uniform law provides
for cybercrime across ASEAN countries is another factor negatively
affecting law enforcement and prosecution to fight transnational
cybercrime [29]. Another part of challenge the ASEAN nation police
with cybercrime also includes technological and resource restraints.
Lack of funding, useless infrastructure, and insufficient number of such
skilled professionals impede the ability to improve cybersecurity
measures, to develop the digital forensic capabilities, and to be fully
equipped with advanced weapons in the fight against cyber threats
[29]. SMEs are greatly prone to get the attacks of cybercrime because
of limited financial resources and competencies of cyber security [30,
31]. Apart from that, unequal digital environment between ASEAN
countries represents inequality in digital capacity and access to digital
resources that hinders the resolution of cyberspace-related problems
[32]. Fast pace of tech world makes it essential for police forces in
ASEAN to make recurrent investments in new technologies and
experts; this is putting ASEAN police forces in the position where they
can never get up to speed.

The acute jurisdictional questions and the cross-border collusion
put forward daunting obstacles for the ASEAN policemen in going
through the process of cybercrimes detection and prosecution. Dual
and multi-jurisdictional nature of cyber-crimes excludes the possibility
for one country alone to investigate or prosecute such crimes,
especially when they involve several countries and/or jurisdictions.
Issues with data privacy, sovereignty, and national security that crack
open doors to unsubstantiated sharing of intelligence and sensitive
information on cybercrime can bring down this initiative [33]. Because
of the latter, ASEAN police forces are directly confronting the problems
of having solid proof, procurement of the warrants, and extradition of
criminals in cross-border cybercrime cases, hence making the fight
against cybercrime at the regional level difficult.

4.3 Strategies to tackle Cybercrime

To meet with the increasing threats of cybercrime, the ASEAN
countries have designed and applied a spectrum of prevention
strategies to counter cybercrime and cyber security maintenance in
the region [34]. These tactics involve the preventative campaigns on
cybercrimes and awareness crusade, the bettering of the investigation
capacities and the forensics professionals in digital domains, and
collaboration with private sector stakeholders and the intemational
community. In this vein, cybercrime prevention and awareness
campaigns have a significant role in the coverage of the impact of
cybercrimes through the education of individuals, enterprises, and
community at large on the potential threats and the far-reaching
effects of the crimes. Awareness of cybercrimes and cybersecurity is
also important in this regard [35].

Campaigns are raising cyber hygiene issues including using
strong passwords, keeping software up-to-date, and being cautious of
phishing messages and links, which not only raise awareness but also
make individuals feel empowered in their online experiences and
protect them from cyber threats. Enhanced focus on relevant
communes aimed at the specific groups, for example, children, old



people, and SMEs, will help combat the susceptibilities and gradually
reduce the damages from cybercrimes in these communities.
Elevating the agency's investigative competencies and digital
forensics proficiency, among others, will be necessary to ensure the
effective handling of cyber-incidents and arrest of cyber criminals,
including the prosecution of such crimes [36]. ASEAN countries have
spent tremendous resources on the institution of training programs
and capacity building projects in the bid to improve the rank of law
enforcement officers in their ability to detect and successfully
investigate cybercrimes. Specialized technical and laboratory units
fitted with up-to-date forensic capabilities including tools and
techniques help this public body in the investigation of digital evidence,
the tracking of cyber criminals, and the building of sufficiently solid
cases for court [37]. Through the full utilization of digital investigation
and forensic skills, ASEAN member countries will improve their
cybersecurity and law enforcement readiness to protect people from
cyber threats and punish cyber criminals.

5. Conclusion

The police paradigms that ASEAN countries form in order to
effectively combat cybercrime involve a multi-dimensional and
dynamic approach that allows the region to fight cyber threats, and at
the same time, to enhance cybersecurity resilience. By bringing legal
legislation and policy strategies into action, the ASEAN countries have
done their best to make cyber frauds illegal, set up good practices of
cybersecurity governance and also cooperate with other nations in
fighting against cybercrime. Society, and even cyber criminals, are
reaping the benefits of technological advancements, in addition to
private efforts aiming at strengthening the capabilities of the law
enforcement agencies in their work related to investigating
cybercrimes, conducting digital forensics examinations, and
responding effectively to the online threats.

The contribution with the private sector partners and international
organizations helped spread the awareness about cyber threats,
exchange the threat information and make joint initiatives on keeping
assets and data secure within the ASEAN countries. ASEAN
countries of all kinds need and to cope with the cybercrimes, be more
resilient to the cybercrimes, and also to protect the human security in
this digital world. Collective efforts and collaboration with other ASEAN
countries can be the feasible way for a secure, safe and cyberspace
for all stakeholders within the region.

6. Recommendations

Following suggestions are made to the ASEAN countries based
on the study’s findings:

6.1 Strengthen Legal Frameworks

ASEAN countries should collaborate on establishing a common
cybercrime law and upgrading legislation standing to be able to deal
with the cyber challenges of the modern time well.

6.2 Enhance Cybersecurity Capacity

The governments should put an emphasis on developing the
cybersecurity capacity and should be involved in the provision of
training programmes, workshops and exercises for the relevant
people including the law enforcement staff members and other
stakeholders.

6.3 Promote International Cooperation

The ASEAN member-states is required to boost the existing
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collaboration platforms and relationships among the region and the
international spheres to develop a more resilient common system to
address cyber threats.

6.4 Increase Awareness and Education

It would be much better to make cybersecurity awareness and
education the focal point of all initiatives of this kind as people,
businesses, and even communities will be self-empowered if much
effort will be devoted to making security awareness part of people life.

6.5 Implement Cybercrime Prevention Measures

According to ASEAN nations proactive measures against
cybercrimes should be implemented, which include cybersecurity
strategies development, creation of cyber incident response teams
and sponsoring cybersecurity standards and guidelines for
organizations.

7. Implications

The scope of the outcomes of the research involves both
pragmatic and theoretical importance with regard to cyber criminology
and the measures to uphold human security level within ASEAN
block. Empirically, the findings coming from a study on the cybercrime
landscape, crime govermnance paradigms, problems faced and the
strategies used by ASEAN countries make for a powerful guide for the
policymakers, the law enforcement agencies and other stakeholders,
all of whom may draft effective policies to battle the cyber threats and
safeguard human security. Additionally, the identification of issues like
legal obstacles, technical constraints, and capacity variations
suggests focusing on tailored measures and measures for capacity
development to ensure resilience from cyberattacks in ASEAN
countries. Similarly, some other recommendations of filling out legal
frameworks, creating public-private partnership, and promoting
international cooperation will provide a base for the development of
improved cybercrime prevention and reaction effectiveness in the
area. Academically, this study may add up a little knowledge in cyber
criminology and human security principles that are relevant to the
ASEAN nations. In addition, acknowledging the associated
challenges and suggestions yields the next-level theories in a way of
the factors shaping the efficiency of cybercrime prevention and
response mechanisms, which will open the way for further the field of
cyber criminology research and development. Briefly, this study has
economic and theoretical implications suggest that cyber assault is a
priority that should be part of the strategies for human insecurity and
adaptability in the digital era. ASEAN region and beyond.

8. Limitations and Future Research

Despite the fact that the conducted research is worthwhile as it
provides the detailed information about the policing paradigms and
strategies and cybercrimes and institutionalization human security, it
still has some limitations which are discussed in the rest of the paper.
First, studies are concentrated on ASEAN states which may limit the
nationwide effect of the finding in regions with different social, political
statues, and cyber-security environment. Furthermore, the use of
secondary data sources is inevitable as the data is being collected
from primarily secondary sources such as literature reviews and policy
documents; which may introduce biases or gaps in the analysis.

The fact that cyber threats change at an unmatched speed with
no signs of slowing down in technology may cause part of the
investigations to grow out of relevant, and hence inappropriate, at
some point. This research could serve as a groundwork to expand the
frontiers of cyber criminology and human security in the ASEAN
region. Future studies might inspect diverse possibilities to increase



the perception of cyber criminology and human security issues within
the ASEAN region. For the first, studies that focused on effective
policing aspect and cybercrime intervention would be very useful in
finding out successful practice areas for improvement. Thus,
compared tests between ASEAN countries and other geographical
areas will highlight the difference in policing philosophies, legislation,
and cyber security basis. Moreover, emphasizing on long-term
research for continuous monitoring of cybercrime escalation,
recognition of the new digital landscape and its impact on human
security requires the establishment of a culture for deeper
comprehension on cyber threats and resilience.
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